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Single Sign On and 2 Factor
Authentication

Important Notice:
© GDPR in Schools Ltd 2021. All rights reserved.

This document and the associated software are the sole property of GDPRIS. Reproduction
or duplication by any means of any portion of this document without the prior written consent
of GDPRIS is expressly forbidden.

GDPRIS reserves the right to make changes to this document and to the related software at
any time without notice. The information in this document has been carefully checked for its
accuracy; however, GDPRIS makes no warranty relating to the correctness of this
document.
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This document provides an overview of the setup process for SSO (Single Sign-on) and 2fA
(Two-factor authentication) to allow extra layers of security for users logging into the
GDPRIS portal.

SSO or Single sign-on is a secure means for users to login to software with their Microsoft
account as it requires the user to either approve or provide extra login information at the
point of login by requiring extra information or approval from an authenticator app which is
typically used on a personal mobile device.

Your organisation may have setup your Microsoft account already requiring SSO to be setup

meaning that you have an account registered in an authenticator app on your personal
mobile device.

Sign in with SSO

If your account does not already have SSO enabled, please continue to follow this section to
setup SSO for your GDPRIS account.

When you are setup as a user on the GDPRIS portal, you will receive an email which will
have your login details and a link to the login page.

Welcome to GDPRIS for GDPRIS Test

Your account activation details are below

Hi Anakin,

We're delighted to welcome you to your GDPRIS portal. Your school is dedicated to ensuring
it is able to comply with Data Protection law and your use of GDPRIiS will help them achieve
this.

Your school has allocated you a ‘DPstaff’ user account within your GDPRIS portal meaning
that you have a higher level of access than most staff in school.

Please use the following username and password to activate your user account for GDPRIS at
GDPRIS Test (NB. usernames and passwords are case sensitive.)

USERNAME: Anakin.Skywalker@craigsitcompany.com
PASSWORD: jyVad43wWw

Click here to login to your account.
—

If you experience any problems contact the GDPRIS Support Team at support@gdpr.school
or call 0203 9610 110.

Kind regards

The team at GDPRIS
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Click the link “here” from the email, this will take you to the login page for the GDPRIS portal.

On the login page, click “Sign in with Microsoft”

SIGN IN TO GDPRIS

Welcome! Please sign-in to access GDPRIS.

User

Password

Forgot your password?

B Sign in with Microsoft

Either select the account you would like to sign in with or type in your username.

Then type in your password for the relevant account.

You should then see a page similar to the screen shot below to start the setup process for
SSO.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

0 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

© GDPR in Schools Ltd 2021 4
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Click “Next” to continue.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

Click “Next” to continue.

Scan the QR code into your authenticator app. If you do not have one already, you can
search the app store on your personal mobile device for Microsoft Authenticator or another

similar app.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR cede. This will connect the Microsoft Authenticator

app with your account.

After you scan the QR code, choose "Next".

‘ Can't scan image? ‘

oo |
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Once you have scanned in the code, click “Next”.

You should then see the following screen. You will need to approve or provide a code from
the authenticator app on your personal mobile device for the relevant account.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Let's try it out

v/

Approve the notification we're sending to your app.

‘ Back

Once you either approve the login or provide the code for the relevant account, click “Next”.
You should then see the following screen below.

Click “Next” to continue.

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Notification approved

v

e | I

Click “Next” to continue.
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You have now successfully setup SSO for your GDPRIS account

Keep your account secure

Your organisation requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

()
(;) Microsoft Authenticator

Click “Done” to continue.

When logging into the GDPRIS portal for the first time with SSO, you will get the following
permission request which is asking you to allow the GDPRIS portal to sign you in with your
Microsoft account. Click “Accept” to allow the sign in process to continue.

B® Microsoft

anakin.skywalker@craigsitcompany.com

Permissions requested

GDPRiS
unverified

This application is not published by Microsoft
or your organisation.

This app would like to:

v Sign you in and read your profile

v/ Maintain access to data you have given it access to

Accepting these permissions means that you allow this app to
use your data as specified in their Terms of Service and
Privacy Statement. The publisher has not provided links to
their Terms for you to review. You can change these
permissions at https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here
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2fA (Two-factor authentication) is similar to SSO however, it does not have to be a Microsoft
account which it is tied to like SSO. With 2fA, you can setup an extra layer of security when
logging into software whereby you are required to provide either extra login details or
authorisation except it is not tied to a Microsoft account.

Sign in and setup 2fA

When your user is setup, they should receive an email with your login details and a link to
click on which will take you to the GDPRIS login screen.

Welcome to GDPRIS for GDPRIS Test

Your account activation details are below

Hi Anakin,

We're delighted to welcome you to your GDPRIS portal. Your school is dedicated to ensuring
it is able to comply with Data Protection law and your use of GDPRIS will help them achieve
this.

Your school has allocated you a ‘DPstaff’ user account within your GDPRIS portal meaning
that you have a higher level of access than most staff in school.

Please use the following username and password to activate your user account for GDPRIS at
GDPRIS Test (NB. usernames and passwords are case sensitive.)

USERNAME: Anakin.Skywalker@craigsitcompany.com
PASSWORD: jyVa43IWWwW

Click here to login to your account.

If you experience any problems contact the GDPRIS Support Team at support@gdpr.school
or call 0203 9610 110.

Kind regards

The team at GDPRIS

[ 2 ]

Copy and paste your login details into the username and password boxes on the login
screen (see following page) and click “Login”. This should log you in to the GDPRIS portal
and take you to the Account Settings page where you can update your password to
something new.

Note: Your new password should contain a minimum of 10 characters which should
be a mix of Uppercase, Lowercase, Numeric and symbols.

Once you've typed in a new password, click “Update password”.
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O

rent passwora

14

o

New password

Confirm new password

® Update password

Change password

Since this is your first login, we

Manage your account
Change your account settings

] you to update your password

When you have updated your password click on “Two-factor authentication” in the navigation

on the left-hand side of the page.

@GDPRIS

< Return to main app
- Profile

£ Email

# Password

& External Logins

i Two-factor
authentication
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You should then see a QR code which you will need to scan with your authenticator app on
your personal maobile device.

Manage your account
Change your account settings

Configure authenticator app

To use an authenticator app go through the following steps:

1. Download a two-factor authenticator app like Microsoft Authenticator for Android and i0S or Google Authenticator for Android and iOS.

2. Scan the QR Code or enter this key [ERGERAuRi eI SEEL L eagerivll into your two factor authenticator app. Spaces and casing do not

matter.

3. Once you have scanned the QR code or input the key above, your two factor authentication app will provide you with a unique code.
Enter the code in the confirmation box below.

Verification Code

||

Once you have scanned in the code, type in the code from your authenticator app for your
account into the provided “Verification Code” box and then click “Verify” to continue.

If you have been successful, you should then see a list of backup codes for your account
which you will need to download and keep in a safe place should you lose your account on
your authenticator app.

Click the “Download Codes” to download and save your codes for that account somewhere
safe.

You can now click on “Return to main app” in the navigation menu on the left-hand side of
the page to start to use the GDPRIS portal.

If for whatever reason you need to remove either SSO or 2fA from your account within
GDPRIS, this can be done via the Account Settings section of the portal.

Remove SSO

In Account Settings, click on “External Logins”.

Click “Remove”
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@ GDPRIS

< Return to main app

Manage your account
Change your account settings

= Profile

&4 Email

B Dot Registered Logins

& External Logins Microsoft Remove

» Two-factor
authentication

This will then remove your SSO settings from the GDPRIS portal. You will still have an entry
for your account for the GDPRIS portal in your authenticator app on your personal mobile
device which you will then need to remove if you no longer wish to use SSO to login to the
GDPRIS portal.

It is advised that you now set yourself a login password for your account as you now don’t
have one set. To do this, click on “Password” in the navigation menu on the left-hand side of
the page.

Type in a new password in the required boxes and then click “Set password”. This will then
set a password for your account so that you can then login with a username and password
without using SSO.

Note: if you forget to do this, you can simply use the “Forgot Password” function on the
login page which will send you an email for you to set a new password.

Remove 2fA

To remove your 2fA from your GDPRIS account, go to “Account Settings” via the navigation
menu and then click on “Two-factor authentication”.

Click “Reset authenticator app”.
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Bcoers

< Return to main app

Manage your account
Change your account settings

= Profile

& Email
P Password Two-factor authentication (2FA)

) Reset recovery codes
& External Logins

Authenticator app

Two-factor

authentication Set up authenticator app || Reset authenticator app

You will then be faced with a warning screen where it you will need to click on “Reset
authenticator key” again to confirm that you really want to remove this extra level of
protection for your GDPRIS account. If you are happy to do so, click “Reset authenticator
key”.

Your account will now no longer require extra information when logging in to the GDPRIS
portal.
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Office hours
Mon-Thurs: 09:00 - 16:30 GMT
Fri: 09:00 — 15:30 GMT

If you require assistance regarding any section of this help guide, please do not hesitate to
contact us via one of the following methods:

Tel: 02039 610 110

Mail: support@aqgdpris.co.uk
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